HOW RANSOMWARE
CAN HOLD YOUR
BUSINESS HOSTAGE
Understanding ransomware attacks and how they’re delivered

Introduction
Ransomware is a form of malware that denies access to data
or systems until the victim pays the cybercriminal a ransom fee
to remove the restriction. It has been around for many years
but has recently become much more popular and profitable.
CryptoLocker, CryptoWall and RSA4096 are examples of wellknown ransomware.

According to the FBI, more than $209
million has already been paid in the first
three months of 2016¹ in the United States,
compared to $25 million in ransom all of
the previous year.

1 http://sd18.senate.ca.gov/news/4122016-bill-outlawing-ransomware-passes-senate-committee
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How ransomware works
Ransomware can make its way onto a system through a
variety of means, with the victim ultimately downloading
and installing a malicious application. Once on the
device, the app will spread throughout the system
and encrypt files on the hard drive or simply lock the
system itself. In some cases, it may block access to the
system by displaying images or a message across the
device’s screen to persuade the user to pay the malware
operator a ransom for the encryption key to unlock the
files or system.

Bitcoins are a popular form of ransomware
payment because the digital currency is
difficult to trace.
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Phishing emails
One of the most common distribution methods of
ransomware is phishing emails. These types of emails
attempt to entice recipients to open an email and click on
a website link. The site may ask for sensitive information
or contain malware, such as ransomware, that is
downloaded onto the victim’s system.

23% of recipients open phishing emails and
11% actually click on the attachments².

² 2015 Verizon Data Breach Investigation Report
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Malvertisements
Another popular form for distributing ransomware is
“malvertising,” or malicious advertising, which uses online
advertisements to spread ransomware. The attacker
infiltrates advertising networks, sometimes posing as a
fake advertiser or agency, and inserts malware-laden ads
into legitimate websites. Unsuspecting visitors to the sites
don’t even need to click on the advertisement for their
system to become infected.

In addition to launching ransomware,
“malverts” can be used to extract customer
credit card numbers, Social Security
numbers and other confidential information.
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Exploitation of unpatched
systems and applications
Many attacks are based on known vulnerabilities
in operating systems, browsers and common apps.
Cybercriminals are able to exploit these vulnerabilities
to launch their ransomware attacks against systems that
are not up to date with the latest software patches.

Unpatched operating systems, browsers
and applications may contain vulnerabilities
that cybercriminals can exploit to launch
ransomware attacks.
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External devices
External devices, such as USB drives, are used to store
and transfer files — making them targets for spreading
ransomware across multiple systems. Some of these
files contain an advanced feature known as macros that
can be used by hackers to execute ransomware when
the file is opened.

Microsoft Word, Excel and PowerPoint are
prime targets, although Microsoft has taken
steps to tighten security for this threat in
Office 2016.
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Why traditional methods
fail to prevent
ransomware attacks
Many of the traditional security controls often fail to
detect ransomware if they are only looking for unusual
behavior and standard indicators of compromise. Once
on the system, ransomware behaves like a security
application and it can deny access to other systems/
programs. It usually leaves the underlying files and
systems unaffected and only restricts access to the
interface.

Ransomware, coupled with social engineering,
can create a very effective attack.

8

Hidden ransomware
Ransomware can also go undetected in firewalls that
are unable to decrypt and inspect SSL-encrypted web
traffic. Legacy network security solutions typically either
don’t have the ability to inspect SSL/TLS-encrypted
traffic or their performance is so low that they become
unusable when conducting the inspection. Increasingly,
cybercriminals have learned how to hide malware in
encrypted traffic.

The use of Secure Sockets Layer/Transport
Layer Security (SSL/TLS) encryption
continues to surge, leading to under-theradar hacks affecting at least 900 million
users in 2015.
3

3 2016 SonicWall Annual Threat Report
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Conclusion
SonicWall can enhance protection across your
organization by inspecting every packet and governing
every identity. As a result, this protects your data
wherever it goes, and shares intelligence to safeguard
against a variety of threats, including ransomware.
Visit the SonicWall ransomware web page.
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About SonicWall

© 2017 SonicWall Inc. ALL RIGHTS RESERVED.

SonicWall has been fighting the cyber-criminal industry for over 25 years, defending
small, medium size businesses and enterprises worldwide. Our combination of products
and partners has enabled a real-time cyber defense solution tuned to the specific needs
of the more than 500,000 global businesses in over 150 countries, so you can do more
business with less fear.

SonicWall is a trademark or registered trademark of SonicWall Inc. and/or its affiliates in
the U.S.A. and/or other countries. All other trademarks and registered trademarks are
property of their respective owners.

If you have any questions regarding your potential use of this material, contact:
SonicWall Inc.
5455 Great America Parkway
Santa Clara, CA 95054
Refer to our website for additional information.
www.sonicwall.com
About ProviNET Solutions
ProviNET can provide the resources and services you need to succeed. Whether it’s a
single project or full-time onsite work, we partner with you to assess your needs and
deliver a customized solution, so your company can be free to focus on
your mission and core services.
ProviNET’s tight-knit group of experienced, industry-certified personnel are focused
on customer satisfaction. We are a reputable and highly successful organization,
fulfilling immediate IT needs and helping plan for those of tomorrow. We are ready
to put our extensive knowledge to work for you, developing strategies and solving
challenges with the latest technology.

The information in this document is provided in connection with SonicWall Inc. and/
or its affiliates’ products. No license, express or implied, by estoppel or otherwise,
to any intellectual property right is granted by this document or in connection
with the sale of SonicWall products. EXCEPT AS SET FORTH IN THE TERMS AND
CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT,
SONICWALL AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND
DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO
ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT SHALL SONICWALL AND/OR ITS AFFILIATES BE
LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS
OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF SONICWALL AND/
OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
SonicWall and/or its affiliates make no representations or warranties with respect
to the accuracy or completeness of the contents of this document and reserves the
right to make changes to specifications and product descriptions at any time without
notice. SonicWall Inc. and/or its affiliates do not make any commitment to update the
information contained in this document.

Refer to our website for additional information.
www.provinet.com
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